jumio@ Public Sector

Fight Fraud and Protect Your
Agency with Streamlined
Identity Verification Solutions

Whether you're looking to meet compliance mandates,
validate and format user addresses or simply collect
additional fraud signals, Jumio offers cloud-based
solutions to validate and corroborate addresses with
independent, third-party sources.
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Identity Verification through Industry-Leading Technologies

Jumio’s end-to-end identity verification and authentication solutions leverage Al, machine
learning, face-based biometrics, liveness detection and other advanced technologies to establish
the real-world identity of your users, all within a remarkably simple interface.

1. 1D Check 2. Selfie + Liveness Check 3. Risk-based Decision

Is the identity document (ID) Is the person holding the Jumio calculates the fraud

authentic and valid? ID the same person shown risk and approves or rejects
in the ID photo? Are they the identity transaction
physically present during the in seconds based on your

transaction? predefined risk tolerances.



How Jumio Can Help

Jumio’s suite of identity and authentication solutions are a perfect fit for the public sector. As the
industry leader with over a decade of experience processing hundreds of millions of scans, Jumio
has the proven experience and ability to scale that is essential for serving the public.
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Fraud Prevention Liveness Detection Ongoing Authentication
Jumio Identity Verification Given the rise of spoofing (the When a user logs in or
requires a valid government act of using a photo, video attempts to interact with
issued ID and a selfie, or a different substitute for your agency, they take a fresh
serving as a powerful an authorized person’s face), selfie and a new biometric
fraud-prevention tool as Jumio employs state-of- template is created, which is
fraudsters generally the-art liveness detection then compared to the original
prefer not to use their own to ensure that the person template (created during
likeness when defrauding a creating an account is account setup) to ensure that
government institution. physically present. the person logging in is the

same as the account owner.

Pa rtner to ’rhe Jumio understands the needs of government agencies. We have
P bl. s } authorization to operate (ATO), are Section 508 compliant and
ublic cecror have multiple security certifications.

Key Benefits

@ Highly Secure @ Reputation Management
Solutions in our platform have achieved various Show constituents that you take the protection
certifications, including ISO/IEC 27001:2013, PCI DSS, of their personal data and benefits seriously.

SOC2 Type 2 and Identity Assurance Level 2 (IAL2).
Our liveness detection technology has been tested by
NIST/NVLAP Accredited Lab iBeta for ISO Presentation
Attack Detection, conducted in accordance with the
ISO/IEC 30107-3 standard and in alignment with the
ISO/IEC 30107-1framework.

(V] Cross-platform Support

Jumio seamlessly integrates into websites and
i0OS or Android applications via APIs, SDKs or a
web client.

@ Al-driven Innovation

Jumio uses artificial intelligence and machine
learning to reliably extract key data from
government-issued IDs and find anomalies in
manipulated IDs.

@ Compliance Mandates
Meet regulatory guidelines and best practices by
ensuring that your users are who they say they are.

@ Multi-factor Solutions
Face-based verification and liveness detection
provide a strong deterrent for would-be fraudsters.
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